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e FullStack Developer
e DevOps Engineer

e Agentic Developer
e AlEngineer
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Descri
Qaiq P

Telegram 152 M= At7|(advance-fee scam),
phishing link, 2/ malwareZ25E 210{2} #A|10| E56t
£ production Al moderation botL|Ct. 2= HIA|X|= 6
7tX| signalE HEL|CE keyword filter, linkfile &4, |7}
Ot o= & MEISH= safety-tuned language model, 1
2| 1 2AXIO| bio-channelphoto AAL 2t S| HIAEEl &
== policy”?} O|Z Review, Delete, Ban2 =2 27 gtL|C, HtH
st 32 1k ofof| Axl|=| 1, ool st A= ¥ Ban /
ignore [ Whitelist H{E 2+ 7] 2t2|Xtof|A| ML
Strike= Bt=E|H, 22zl 2| &2 "L Xt XIHE| K| fsL
Ct.

Telegram Anti-Scam
Moderation Bot

https://galgon-safe.uz

Scammers move
faster than
moderators.

=0 = HA| 7N -HHE: event-driven MVC +X2
python-telegram-bot 7|t Python bot, Bl AE = Grog
gpt-oss-safeguard-20b, T2 & AMEI2 Hugging Face
vision classifier2 241 striketrust-event= SQLitet| A%,
Telegram LoginS & &¢t read-only FastAPI dashboard,
nginx + Let's Encrypt 5§l Docker Hl{ £, 2507} 0| &2] offline
pytest E|AE. tme/QalgonSafeBoti A 2F &


https://qalqon-safe.uz/

Key Features

o Al 2|k EBHX| (Grog - gpt-oss-safeguard-20b)

o 6719 S&! Signal (Keyword, Link, File, LLM, Profile, Vision)

o XX Link 24M (Typosquats, Homographs, Credentials-in-URL)

o 2| Oof EBIX[ (RE MEIIA Q| apk/.exe)

o IZ I AFXI H AL (Hugging Face Vision Model)

e MTProto 7|8t Deep Channel Scan (Telethon)

e &= Escalation Policy (Content x Profile + Strikes + Trust)

o 27l Signal Xl AH|2F Z=X[ — Message2t Profile 25 E& |

o 30¥ Strike 28 & AME[ 2| H2 ot e gotng I righet

o HEH Admin Y&l (Ban/Ignore/ Whitelist) 3 Detectord &4

o Admin Commands (/stats /status /whitelist /forgive /unban /dryrun)

o 3EHA| Autonomy Level & 6A|Zt Digest

e Flood & Raid &0{ 3! Alert Coalescing

e Fails Loud: Degraded Verdict, Heartbeat, 7|2 Dry-Run

e Telegram Loginzt AA[ZH LM H|E2 E0F= Read-Only Web
Dashboard

o =10 X[3 - 90 HIO|H EE

https://qalgon-safe.uz
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System Architecture

Event-driven Model-View-Controller +ZL|Ct. Controller=
Telegram updateE T3t message M| 2 HetS HOI12 A E 2
MotK| (ELICE B E #X2 ModelO| EHEFRILICE H|E0] W2
detector7t HA AL Grog D22 HIIE HiE 4 JUS moh &
MK} profile2 HIA|X| 7} O] Of o] Ml A2 E Tk =FQletL|C}.
Policy.decide()= I/07t §l= == &40|H, Model2 domain event
= gL Ct

Views O| £ S 2LICE TelegramViews AHH|-XHEHS 23St
inline HEO| &2l &&l2 HL{H, Digestt AlertBatcher= ghs A
2 50 N2|5t12, Heartbeate ZEM|A T A0 IS S SHEILICY
Al = SQLite(WAL)Of] XM &HE!L|Ct. FastAPI dashboard= Ci|O| E{H|
O|AE read-onlyZ (= HE ZZMNAZL O 7| M Tt LI
moderation0l| FeFE FX| ZSLICE Bot2 ZEE =6t g
non-root Docker container StLEE AHE[H, dashboard 2t nginx +
Let's Encrypt S0l | X[gfL|Ct.

.-'r =
I =
I
| |
| |
| e |
P

Cewtraller P [ Chesp detectors LLM warchet Profile chack I
: kapeeed « Bk o Bla |0 ] test, mot topi | be ¢ dhomeal ¢ geate i =
[ o
| = B :

https://qalqon-safe.uz
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Detection Pipeline &

Fscalation

K| XtAll= HL signalO| OFELICE AR HF L El= = O|OF
7|2 B0 ot 7| iFEof, YEEA QI ruleset2 & AA =
1570 & 470 &= 42 &L|CE 22l Qalgon2 22| A|
CEOILIEE ESLICE 2271 R17HE 2| Hof| =O0|Lt A1 ™
MHEE YY|2ta A8 Q=71 HE20| of H I EL5HK]|
o2 A0 M = 2t =L CL H[ 80| %2 detector7t HA| A
AHe|n DEE2 AuE HiE = JS T 2 E 5|, provider?t
CHR2E|™ verdicte Z&79] "clean"0| OtL|2t degraded 2 EA|
ELILCE,

https://qalqon-safe.uz

A message arrives

text - caption - edit - file

v

Is the sender an admin?

list cached, 5 minutes

2 it skipped — bots can't act on admins

v

Keyword - Link - File - Pace

four detectors - no network, no cost

v

Too short to be a pitch?
ok” - 'rahmat” - a thumbs-up

A EXIT under 12 chars, no link — no m

v

Judged this already?

same words, same kind of sender

2 EXIT reuse the verdict — a raid = one cg

odel

ONLY WHEN STILL UNDECIDED
THE ONLY PAID STEP

Ask the model

is money or credentials wantec

BEFORE anyt i'!:f'll;,_! is ::,_jf'-,-'l":-"|';’

Anything wrong?
the harshest signal wins

2 EXIT clean — the profile is never fetched

Now look at the sender

bio - photo - linked channel

Decide
e e both look bad - ban

@ 0 only one =+ a person decides

If the provider is down the ve
degraded — never silently "clean

The model only runs while it can change the outcome



https://qalqon-safe.uz/

BuilttoBe W

Moderation bot2| £|2Q| A1lj= At7|E &X|= A 0| OfL|2t,
2N 2SS OFFE B2 2L = A/LICE T2 oA
A2 AKX BILITt O 2= FLH ZX[SHK| 255 L Cf: & AKX}
profilel= Y X|sHOf SHH, Tt red flage= AFEHOIA| 'E ZIL|CF.
MZ 2 H{E = Dry Run ZEZ MHE|0f, Al2[2H7| Foj| OfEH
XX E SX| HAY EastL|C}
2= 22lol= Ban, Ignore, Whitelist HEO| 11, 2™ S &
XOE HA[SIH Sl strikeZt AFFM|EIL|CE. Strike= 30¥€ =
=k 3, 7| E 22 A& KIEHE|X| g2, flood Ef K| = At
A|2F e &2 XPE*OHI S LICEH et CHet= MESHA| g8, &=
X|El HA[X]2E 90 7 2 2tetL| LY,

rong Safely

CLEAN FIFTY_FIFTY RED_FLAG
' Wi ™ e
@) @) @) ® Aclean message
CLEAN is never an offence.
NONE NONE NONE .
However bad the profile looks,
~ 2 - the profile is not what they said.
r ™y )
0 ® © T J
FIFTY _FIFTY
REVIEW REVIEW DELETE ( R
N VAR ) To ban, both
have to agree.
w A lone red flag goes to a person
RED FLAG o= instead — with one tap to undo it.
DELETE
N y

THEN TWO ADJUSTMENTS, IN ORDER

never more than a review, whatever it scores

01
.. Strikes escalate one step
. a repeat sender moves one cell harsher

02
] [ = Established members cap at REVIEW

|

https://qalgon-safe.uz
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Admin Panell

Telegram Login(HMAC &83&)2} admin allow-list2 H =2 k| = read-only
FastAPI dashboard. Server-rendered, JavaScript 81, CDN Si=.

@Muhammad?3l S You banned

Overview - =9 =X, &4 OF HAE V|G, &S KIE

Groups - 2| &2l 2= X{ &l 2 Review / Delete / Ban 2l
Members - strike(&d / +&), trust, whitelist, ban 212

Activity - =7} O™ detector2 flag=| A% 0™ ZX[7} O| R H =X
e Usage - LLM token, latency, cache hit, 22 AMA|ZHH|E

e Privacy - A& Ek|= H|O|E{ 2t Hak 7|2t

e In Telegram - /stats /status /whitelist /forgive /unban /dryrun + &l H

BMuhammad?3l & Needs e



https://qalqon-safe.uz/

Used Technologies (Qalgon

Language and runtime Backend / Bot Al / ML
e Python 3.12 - asyncio .@ Event-driven MVC (models - views - controllers) 9 Groqg API - openai/gpt-oss-safeguard-20b (HIAE 9| 2AM)
Hugging Face Inference - Falconsai/nsfw_image_detection
_ _ X AlX A
é python-telegram-bot 22 Telethon (MTProto X' & & A7H) (Z2T A HAY)
‘ H SQLite (WAL) via stdlib - HH™ 22| migration Custom detector pipeline » &% policy &

e httpx - python-dotenv

Web dashboard Infrastructure
+ FastAPI| + UViCOI’ﬂ l{%} Docker Compose
&=  Server-rendered HTML, JS 815, strict CSP nginx + certbot (HTTPS)
(1)
R
Telegram Login Widget (HMAC-SHA256) - ME = ‘.‘ LU VDS

stateless session cookie
! GitHub deploy key workflow

https://galqgon-safe.uz
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STUDY-IN-KOREA
APPLICATION PLATFORM

JIESGRIPLI0NY K-APPLY

39| SEHA0| BH CHSHAHSR-0{8QI4 S EHAHSL T 70| =

L

workflow= X|#e = JES F&= production full-stack S =
L|Ct. stM2 75| profile wizard (&2, TOPIK/IELTS XHHZ, of| A
0|)E 2tMstil X[ 3ES FH I, He|Xts M8 dashboardo

M XAME AERLCH FM MH|A= 470 502 H|SE[H Google
& Telegram 21921, visa-status checker, product analytics7t
SEE O ASLICE

Tt=Eo = MA|JHE-HHIX: MongoDB 7|8t NestJS GraphQL AP,
role-based auth 5! rate limiting, Apollo ClientE AtE%t Next.js
+ MUI frontend, nginx | Docker H{ZE. k-apply.uzdlA 24 3.

HTTPS./K-APPLY.UZ
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KEYFEATURES

AREN Agpdiad [14]) Castastad (1) a0 Hadlein™ el B i mlTy 2] Aidaptad {3} aerned (4] Caailad 2]

=

- Multi-provider 215 (Google, Telegram, JWT) ,. =
- 6EHA| Student Profile Wizard (&3, XA Z, 0| A|0]) R ;
- ek &t g-0{stA+= Catalog

- Dynamic Search, Filter & Ranking (Top 1%, Korea Top 10)
- K@M ®E & Tl MEf FH

- Admin Dashboard (XX} ZE, 2EIX & AFRX} 2t2])

- Visa Status Checker (5% Microservice)

- 370 Q&A AT & 22| A|AH!

- O|H|Y Q1T & QHXTH H|HHS HE Flow

- Cloudinary 7|2t Media ¥ ZE (0|0|X| & 2A)

L EL R L

- C}=30] X[ (04, Bt=01, 2{A|010], R =H|201) /

- Dark & Light Theme S0 W e s o e — = s

- 2Tt Responsive Design Universtos e

- Product Analytics (PostHog) & API Rate Limiting =1 [=
E—

HTTPS: //K-APPLY.UZ
TN
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Auth:

3k Jwr = G-::.-a-ffn!e Q Telegram

|

r" E h
-+
Frentend Client
J
Mext.js | MUI | Apollo |
[ HTTP

| Visa-checker Service '
!SEF-F-E'D-'EE bEP'Dymeﬂt:

mongo OB
I-'"‘- - S &
'l:—o.,'r_'uphﬁr = np‘.
-h-l y,
Boackend Server /
: 7 . )
k-apply - |
Lateh |
L _ \. y.
Mest.)s | Monorepo
R |
. B Scheduled
’ CRON jobs

Media Etor‘nu&e
Elﬂudiﬁnry

HTTPS:./K-APPLY.UZ

SYSTEM ARCHITECTURE

Frontend= Next.js7t B, Apollo ClientZt
GraphQLZ backend®t S4I5tH S&& ZZ0 caching
off 35 ™S =LICE Backend= NestJS monorepo
2, code-first GraphQL API(kapply-api)2} o2k cron
job batch app(kapply-batch)S 2 M E|H, 22}
resolver?t schemaZ 7%l & module(auth, student
profiles, universities, scholarships, applications) 2 Lt
0o AELICE H|0|E{= MongooseE &8 MongoDBO|
MEELICE

20212 JWT 7|HtC = credentials, Google, Telegram
OAuthE X|&5tH, 2 E resolverd| role-based access
controlO] MEEL|Ct ItY HE2E= GraphQL C4l REST
Z Cloudinary0fl M &5, H[XF XtA =2fQI2 E 2 Hi{IXE

Zl visa-checker serviceE HTTPE S ESL|CE Ul= 474
Z0{(EN / KR [ RU [ UZ) 2 HZE|H, productiontf| A& &
& Linux VPS2| Nginx F0llA] Docker ComposezE M &
L[C}.
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AUTHENTICATION

& PROFILE
MANAGEMENT

Hi, David &

el

» BI2BI2026

Application snagshot

DEMEXE ZEEH HE avatar G2E, O|HE QIS = &
ot H|ZH HEF, 471 localel| A0 EF = 2 22|
Ct.

=2t
o

2| Xt= M8 dashboard0|A stlE HESHD, X2
= FXotH, ZUE TA|Q AE LEfE 2telgfLct.
Multi-provider 21&5 +#+9: Google OAuth, A\t & HMAC
M AZE X3t Telegram Login, JWT 7|8t 0|0 /H| X
HS EJ?_l Role guard= s’dint #t2|x} MotE A5

|'0|-

- = I:I_I

o| &
2|5t1, 2= auth endpointdl| API rate limiting2 M E&3&
L|C}.

G & en@®@ =
Create your account

Welcome back

ge your applications and visa checks

[[slambek I

Password L0

=] Signin
.
[« Login as Ergashev Islombek |

I Continue as |S.|_¢I'I"[!¥K

A}

HTTPS./K-APPLY.UZ
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DYNAMIC FILTERING &
RESPONSIVE LAYOUT

1= catalog BIMO = shl2 Cfjsh = ol 0t &
Al, ranking badge(Top 1%, Korea Top 10, World
Top 100)E, &2 2 X fmt 28 7(7teZ, o
S5 g X|He 2 HE Y = JSLICL 2

E filter= URLZ} S7|3tE|0f
S MY ZoIH St HM HEfT7F JA| ZeAEL
Ct.

Z21E2 MUI component system 7|8t mobile-
first2 1&=E|RAELICH DesktoplllA= &2t grid
Hofl sticky filter sidebar?}, ZHIZNH M= 24 H
Ol= AME I nFE "Bt HI[" HEO| U=
bottom drawer?} Ml5&lLICt. Adaptive card
grid, dark/light theme, 471 ¢10{ UI7} 2 3}H
7|0l M S2tE|A| 7 X &l LICE

HTTPS:./K-APPLY.UZ

GRADUATE

GKS

UNDERGRADUATE
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GUIDED STUDENT
APPLICATION JOURNEY

2 6% profile wizard (8| =4, 7421 HE =1
(TOPIK/IELTS), OflMIO]) & tMstT, thA|E Tl A2to| At X ZHE
D=0 2t E[0oF et X[ 70| 7tsdtE 2, 2E|Xt= & A=

7t & XKoL X = M2 dashboardof| A 2
£ FHtL, 2A2|XH= 22 pipelined| A MA T2 LS HESLICE

HTTPS:/K-APPLY.UZ S

ot
0=

'I‘T'OIHJ

m
o

KOREA UNIVERSITY

Applicatk
i My

i
age, 1 e aCk B0 BESy.

Cormplatn rrry et

Complete your profile
° ©

Family Information

Faibupr

Faibas hill mares

aro baved on your rolts, Complete all section of iy

profin
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i

ey Applications

ADMIN PANEL

Role-based guardZ aH4 stHut 24X 3| 22| &
S E 22|X M2 control panelL|Ct. 22| XH=
MA| catalogt E= XA AMZ ot Z0f| A 22| gL
Ct.

HTTPS// PP|_Y UZ o Cih Aotz 22 ofstds 5 MA| catalogS At 0tAY-SE2-ME 5 2 XS H|O]E

2 2t
e X|2A pipeline ZE: Applied = Contacted — Contract signed — Submitted —
Accepted, X[HXIE LIE H| 2
o AE 3tHE BIO{LIX| 1 X|AXte| MM T2 H(H, X
o Ci=0] X[ A[A| & HRLIE] 22|01 47 A= EHH
o SHH AHE 22| 3! SHE TAM| A el H[0f
e visa-check 28 A S E &= ZLIEHT

12 Z, oflMlo]) =l
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USED TECHNOLOGIES (K-APPLY]

Frontend Backend Auth & Security

@ Nextjs 14 (Pages Router) ﬁ NestJS (monorepo: APl + batch) L

TypeScript @ GraphQL — code-first (Apollo Server) e

MUI'S ‘ MongoDB Atlas

Apollo Client 0

P> Mongoose
8]

B @ & & B

JEES
A::’) REST + Multer (It Y2 L)
next-il8next (EN-KO-RU-UZ 0
( ) 7y
ovo

Y

HTTPS:./K-APPLY.UZ

JWT

Google OAuth
(ID token &=

Telegram Login
(HMAC #3)

bcrypt

Role guards
(Admin/User)

API rate limiting
(@nestjs/throttler)

Infrastructure

.) docker
@é@ . Docker Compose

NGiNX nginx + certbot (HTTPS)

Q Linux VPS
o GitHub deploy key workflow
Media & Analytics

Cloudinary

Cloudinary (Ol |:||I| + E_A—I)

& h. PostHog


https://k-apply.uz/
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#  CheckVisaStatus

Visa Status Tracker



https://github.com/Islamintech/visa-checker

System Archlt -t

i "" " PPy >{ | K-Apply frontend ‘
'-.5._ 'y ' submit + poll status
o > L -. o1 : i-::::..-. I
APl_ Ric-)l = 7D-I O %l'gﬂl'OH I-lx_@-‘_r ::‘ .:'.:-l.,-.. GET;uisafstatusf;iDbld: l POST /visa/check-status
= == :_ll_::I .|:|- L .
jobE enqueuedtil 5= SE|=E PF0j S Ere]

<
e

Pty o API (Express)
a,r '?* |

validate - encrypt - persist

E 9| worker processZt queues 4|
headless browser= E&2 IQI S| Xia

stm, mast Za(al w3E HAE PDF) & oL
PostgreSQLY| A& eL|CE. Client= JOb l‘f-.. l

polling® LItk pending — processing -

completed /[ failed. API2} worker= %EI" : ‘ poiahte Grorien [ el
O =2 scalek|[, worker concurrency2t JOb l

timeout2 configuration2 £ K|l L|LC}. | postgresaL - result + POF

-r.;.

https://github.com/Islamintech/visa- checké"_ %QH &
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function encrypt(plaintext) {
const iv = crypto.randomBytes(12);

const cipher = crypto.createCipheriv('aes-256-gcm’', KEY, iv);

const ct = Buffer.concat([cipher.update(plaintext, 'uvtf8'), cipher.final()]);
const tag = cipher.getAuthTag():

return Buffer.concat([iv, tag, ct]).toString('baseés');

_‘I"_0:|‘?_-“3'._'|EE ES 256 GCM
rtext(random IV + auth tag) 2 XMEE|H, plaintexts=

> AlBH "-3 H 2 2] 2k ZXHEELICE Logdl= 24 maskingE
A L”';F:ll=d L'I[:r

"T"I*Ol scraping: jobs exponential-backoff retry, DB 7|

IE g4 =M, jobH timeout2 £ HZE browser?t queue

le ot E SrL|LC}

-ector 22| IOl = DOM selectorE of IHof 20},

| ?" E markupOI HH O &= MHY StLpRE ~FSHH ELICH
PEEI job2 A2t 2 X5 Bz, A1t job2

24A|7r =t
|0f] ZIorH Gl= HENE X[OLX] &5 10

leelC et

const visaQueue = new Queuve(queue.name, {
connection,
defaultJobOptions: {
attempts: gueve.attempts,
backoff: { type: 'exponential', delay: 5_000 },
removeOnComplete: { age: 3600, count: 1000 },
removeOnFail: { age: 24 * 3600 },

},
});

] | ==
-..|‘3
-1.

LR " .:..-“
e I
5 ", -:lh_.__:._ K"

https://
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Description

AutoAuctio

*OMIOP-TLUHXMOE 1S EHZ2RE daEl SOK}

Car Export
Marketplace

( s JHs K12 e HES ALIANE LIS A QEE S — e —
= production full-stack marketplace & L | C}. —TLIJHXF— 11' E ( ﬂ pye— pe———

2 7}=%t catalogS EfAoHL, 2| EOR 7| = 7|8 S

VIN checker2 Xt2F O|H S = QIStHH, &&= Of|2Fot™ 22| |
Xt7t request pipeline 2 22| S| T M| AH|A = 474

=0 (BN, ot=0q, 2{A[Ot0, S ZH|| 2 0]) 2 H|S =[H,

gamified communityOl|A| 2|¥2 2SO = XQIES ¥

27 leaderboarddi] L EL|C}.

ChE O 2 MA|7HEHE 2 MongoDB/Mongoose 7|2t Dream cars e s
Node.js + Express + TypeScript REST API, session-based M o
auth, & subdomain(ziyo.autoauction.kr) 2] EJS admin \ y

panel, Redux ToolkitMUIreact-i18nextE A2t React 18 +
. . . _ L S A ]
TypeScript frontend, Cloudinary media storage, Cloudflare F _— -

oo =

Railway HHZE. autoauction.kroll A 2& =.

https://www.autoauction.kr
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Key Features

- Dual Frontend Architecture — 11ZHE React SPA, 22| X server-rendered EJS panel

- Dual Authentication — SPA= JWT (httpOnly cookie), admin panel MongoDB 7|2t session

-Car Catalog — 2, H2HE ZE M3 & pagination ("Ready" / "Crashed" 7| 1 2)

- 371 VIN Verification — LI E2HES St & A| THof o 2 2kl (FL0HKE, 714, Ei)

- Guest-friendly &= — A™ g10] 2= X12H0l| 22| 7Fs (WhatsApp / Telegram / Email / Call)

- Gamified Points System — 712, 2& 2121, 2|, £0iR, ti=, A =2 E2IE & 27l Top-Users leaderboard
-Community News Feed — Z0IR, B2 & 17 X2|4 FH

- Admin Dashboard — X2F/ 2| # / &' / /A TA| 22, ol 7| S (SLORX}, 718, )

-KRW 714 & A A[ZHUSD 2Ht (cached exchange-rate service)

-Cloudinary 7|2t Media &1 2= (Kt2Feh Z[CH 10%)

-Ch=0] X[& (B0, et=50], 2{A[0}0, S =H| 3 O]) _
- Dark & Light Theme, 2tF1$t Responsive Design P

- HealthcheckZ 2% Dockerized Multi-stage B (Railway) ST

E : b

b a
BMW 5301 XDRIVE M 5P,

https://www.autoauction.kr
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System Architecture

React SPA Admin browser
React 18 - MUI - Redux Toolkit server-rendered (EJS)

static build - Railway

o

SSR - /admin - session cooki

JWT (httpOnly cookie) .
> Cloudinary

Express + TypeScript media (Multer)

MVC - router — controllers — services

| | =

Frankfurter API l
Railway - Docker - /health USD/KRW - 6h cache
queries + admin sessions
i
MongoDB Atlas
Mongoose schemas - + sessions collection
e — —

https://www.autoauction.kr

Backend= MVCE @& T Express + TypeScript
appLICt Controlleres service classtl X2|& 2 stL,
Mongoose schema?} data layerE BHY&L|CL F
clientE SA|0f| X|2&L|Ct: React SPA(Redux Toolkit +
axios)= | ZZ9| REST APIE A3, admin panel2
[admin Of2HO| A EJSZ server-rendering & LICH AuthE
client@ 2 LtElLICH D2 httpOnly cookiell JWTE, 2
2| Xt= MongoDBO| X & E|= express-session2 A3l
Railway proxy F0|A B E 20| 2210| FX|EL(C}.
A&k 0| 0| X| = MulterE Edl|l Cloudinary® 28 2= ElL
Ct. Currency serviceZt 2|8 APIOIA AA[ZHUSD/KRW gt
22 71N 6AI7ZE S H[E2|0 cachingdtE =, R H|
& Q10| 2= KRW ZHA0|| %A ySD 2477t EA[EILICEH 374
VIN endpointes Toi S (FO4XE, ZOi7L D0t) S F710f|#
Lt MlEste EHES #HA trust 7| 5YLICE A= [health
probe& & multi-stage Docker imageZ Railwayof
M HHE|H, SPAE static build2 B H{EEL|CE



https://www.autoauction.kr/

MM N g 2t
N 1 memberid obyeciid
N et pontTitke string
M& 2 poatimage siring
M : poritBody string
- : postType rrg
- postStatus slring
poatlikeCount st
postCommentCount  cloutse
ofeatea AL afe
updat e AL sl

https://www.autoauction.kr
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Authentication &
Proﬁle Management

= client, 5 7HX| auth T2F React SPAE M2HHS + H|ZEH
o 2 2015}HH, XSSEFE| HM Bt httpOnly cookieOf| X
HEH IWTZI 2= 280 XS = ZHE LICE Admin
|oanelo MongoDB| XM &HE|= express- sessioné ArE5t
11 Railway proxy chain §l2| production 2t 0f| 23
secure-sameSite cookieE A™MSL|C}.

2 E 2|2 avatar 12 E (Cloudinary), H=tM, 271,
Telegram OfO|C|, &A[ZF L QIE Tteio| B2l T2 TS I}
ZL|CE M 71 A| 50EQJUEI SA| X|FE[ LD, o F oF =
o210l HI{AZ MLES SEBIL|CE Role guard 2
/admin @S 14 routelt 2AF S| 2| SL|CE

o 1= L

https://www.autoauction.kr
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Catalog, Filterning &
VIN Verification

FOfXt= EHE Xtg AM 7 =% A= "E = catalogE EHUSHH, pagination
2 MA| = FOiXFe| FLOH HrAof| BEF| "Ready to drive"2t "Crashed" (52| 7+ ¢t
AOXH ZHe| 02| 2 LHEILICE 2= XF2Fol= X|CH 107 ] AFRL AFM| AMF(H =, HH
7| A2, HA AN KRwW 7} f AA|ZHUSD 2HATHIF FEA|EILICE

SHM trust 7|2 &7l VIN verification H|O| X|IL|CH M|2t 2l =10 10X} 28
S SFLEVINS l2dsHH S K120 AutoAuctionS Sl A K| E THOHE| AR =X
TLOHXL O &, Thofj 7} Trof 1t eH7H ZA| 2 eleh &~ QS LICE SPA L I[O] X| 2t =&
=l server-rendered H[O|X| 2 &= XS ElL|CF.

https://www.autoauction.kr
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° D= S0 ZRAEVI XIS ELICE 71 (+50), € 221(+5),
Gam Iﬁed X2 2] (+1, 5|2 18]), ZOIR(+3), A (+5), AIAZ(+10)

Append-only point-history ledger2 712! LS SHH 31} [anding
page?l &7l Top-Users leaderboardE LU &LICt

®
@
Consultations

0| O|E, Mtz M AHE (WhatsApp, Telegram, email, call) 2t
O= OHH XI2H0| = HE S 28 = YsLICt =202t 3| &

2 dashboard0l| A 2= RE = X041, 22| Xt= A} i

1t LHE | 221 ©7H| Pending — In Progress — Resolved pipeline
O = X2[gfL|Ct

https://www.autoauction.kr
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B @

Session-based auth2 1128 SPAR} 2t
o| 22| =l server-rendered EJS control
panel & L|Ct. 22| Xt= o Lo Al HK|

H|XL|AS st |Ch

—oHd

- KpzFek x| 10%& 9| Cloudinary O|O|X|, AM| At Xt
22 7t 23 (B 7rF == 2, KRW + 2A|ZEUSD
StA) O = MK X} catalog £tE

- ZH0f 7| = 70§ X} O &, O, =Wt 2HH| Xt2FS
SOLDE EA| — 37 VIN verification2| 7| gt

- EFEEXF A OF admin HI2 £ kst AR pipeline A2
(Pending — In Progress — Resolved / Cancelled)

- & HA S FAHRLIE| 2

- SSE TN 2 3 AlE 2 AE] 22

- Admin subdomain(ziyo.autoauction.kr) 2 £ paneloi| Bt =

M
H /.

https://www.autoauction.kr
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Used Technologies (AutoAuction)

Frontend Backend Auth & Security
@ React 18 (CRA) Node.js + Express (MVC) JWT (httpOnly cookie) — SPA AF2 X}
TS TypesScript i TyPeocrit express-session + MongoDB store
MUI 7 - styled-components MongoDB Atlas Telegrarrl Ip_cogln
\ (HMAC 43)
E Redux Toolkit - axios Mongoose berypt HIZH S hashing
& 'reacti1gnext (ENKO-RUUZ) REST + Multer (I}Z H=2E) Role guards (Admin/User) -

CORS allowlist

<% EJSserver-side rendering Production£ secure proxy-

\admin panel aware cookie
Media & Integrations Infrastructure
Cloudinary (Xt2F 0|0O|X|, avatar
’ ’ Docker (multi-stage, non-root runtime)
AIAIZ o|o|X]) -

Frankfurter API (& A]Zt
USD/KRW, 6A|Zt in-memory
cache)

=D  Railway (healthcheck /health, restart policy)

https://www.autoauction.kr
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RESTAURANT
‘II‘IU RA VIANAGENENT
PLATFORIV

flo[E, !, POS tH 7| gl0o|= AE0| =22 B2 &= U= production multi-
tenant SaaS®ILIC. £EH2 H|0|E2| QR ZES AZHS XjAlo| HO = AHA[Z
HeE B0 FUECE FFEoIH, TEAM= 1X 20| kitchen displaydl =&t
ot g m2lE 2 SHEILICH AFRE 2 StLte| dashboardOf| A M|, El|O]E,

7 F 2MolE[H Zh AlEhe]EE
g 9

I3l 47 =01= F1=

[0

Amodernme system
forrestaurants

Amodern

§ manac system
. forrestaurants -

5o 2 MA-7HE-HHE: MongoDB/Mongoose 7|Ht NestJS + TypeScript
€ GraphQL APIl(code-first), JIWT auth®} role guard, graphgl-ws 7|8 AlA]
7t order feed; Apollo Client2t ZustandE A% Next.js 14 + MUI v5
frontend; A2 XtH| LANS| ESC/POS IZIEE Hst= =2 Node print
agent; Cloudinary media, Telegram 2l & Y&l Atlas database; Railway2}

VercelO| BIZ. vivora.krOl| A 29 =.

" —_ —_—)

—_— —_—

https: [ vivora.kr



https://vivora.kr/

KEY FEATURES

RFE, 84| 22Q -H|0|= QRE A3 XHilQ| A0 2 =51 MEE HA[ZIC
SroIpfL|CE f AX|= AEE Ee Sl

A|Zt Kitchen Display-F22 WebSocket subscription@ £ &4t HZl dark EE
XSO O & 4 T2IE 2 Xt =S EIL|CE

E{|0|='8 Running Tab-& A7 A| tab0| 2|1 0|2 FE2 25 0§7|0f FHEL
Ct. Database-level index= o 2| 2FF0| £ 7He| AMM= LiF|(X| = HES
| =]

47 21of, =2 5Lt §10]-EEH2 FO, oh=0q, B{A|OI0| = | 7E B4, FEA2}
c|ZEE= RE|AS0| $H= S2H|3 0= RX|EILICE

XIS ZIH Order Lifecycle - =22 timerd]| L2} A HAO| XI5 O 2 TS|
0f, OFR & otHS Z&IOIX| 40t MH|ATE b2 EILICY,

AEEE Analytics-OHZE, I| 3 A[ZHCH, Q17| |, ZHTEH7FE MongoDB aggregation
pipeline@ & A A5l dashboardd| XIEEE E0{EL|C}

https://vivora.kr
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REGTAURANT
ADIVIIN PANEL

Tahlil

W280,000 “ W280,000 ¥ 10

Haftalk daromad

e 0 B » 1 O B B <
: I | : £ § £ 3 :
t &£ § % 3§ ;.
: I :. : & - i

Stollar aylanmasl

....::
% wa28,000

Eng ko' p sotibgan 5 ta taom

0y abah

Tatalle danh

Overview-2= OZ, HA[ZH F=F, Sl tab
Orders -TH| &, é! HHE, Mot =&, Z2X
Menu-7 & 12|12} 0|77, 47H HO|, ARl F=2E
Availability-=H| =2F 2t2|, 00| £|H Xtz =&
Tables-H|O|Z 24, QR 2, €2l tab, A|4H Ot
Analytics -0= 30|, I| 3 A[ZICH, 17| |
Feedback - &5 W1} ci=

Billing - 23 MM, A|Z|0[A| L & 1

Settings - S A|Zt timezone, 2}, EE2IE], Telegram

https://vivora.kr
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. Platforma sdmin

Platforma kq'rll_"lisl'_ul

5 » 7 ® Y W1,476,000
=A%l URLO| Ot role guard2 H=2k[= SHE . o
S R () é!%*% 712! = super admin S e . e (D
0| ¢l m7tX| &3 MEZE SX|E|H, HE 10| Y PR - e (D
=F= N&oi= =2 Sl L ER S 21 RlIoEA =2l D tamrorsommanas e . win 000
tenant, MRIr =, analytics, billing, error s Dty ) oo

Mg 2l Xl Tl HEE S Aol
Ate £9l MEHE YUK 9T AFBS SXIFCH}
CHA ZABhe 4 & LICh
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USED TECHNOLOGIES (VIVORA) ~

Language and runtime
TypeScript 5.3

N g lode 20
d

Frontend

@ Next.js 14 (Pages Router)

React 18

MUl v5 + Emotion

Apollo Client 3 + graphgl-ws link

Justand (auth state 2t2])

Infrastructure

Q docker [lcker & Docker Compose

nttps: vivora.kr>

Backend Real-time

‘* Nestdo 10 @ BraphQL Subscriptions over graphgl-ws

Graph(L code-first via @nestjs/graphgl + @nestjs/apollo
@ (Apollo Server 4)

s x Graphgl-subscriptions PubSub
‘ MongoDB / + Mongoose 8
5% Passport-JuT - benypts Print agent
nasde Node
External services m I‘\\Idc node-windows (Windows service
.. 2 A Xl)

~ i

«F Google Gemini APl (H] - <)
Telegram Bot API (2124 2! U HE
SE X2

At Cloudinary (unsigned O] 0| X| Y2 E)

Cloudinary


https://vivora.kr/

contact
ME

%d ergashevisloombek@gmail.com

k 010-7361-8117

! github.com/islamintech

m Ergashev Islombek



https://github.com/Islamintech
https://www.linkedin.com/in/islombek-ergashev-b396292b7
https://www.linkedin.com/in/islombek-ergashev-b396292b7

	port
	ISLOMBEK
	DAVID
	FullStack Developer
	DevOps Engineer
	Agentic Developer
	AI Engineer


	folio
	ER Model
	Used Technologies (Qalqon)
	Language and runtime
	Backend / Bot
	AI / ML
	Web dashboard
	Infrastructure

	https://qalqon-safe.uz

	ER MODEL
	USED TECHNOLOGIES (K-APPLY)
	Frontend
	Backend
	Auth & Security
	Infrastructure
	MUI 5
	SCSS

	https://k-apply.uz
	JWT
	(HMAC 검증)
	Media & Analytics


	Auto
	Auction
	ER Model
	Contact

	ME

